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Meplexopevo ALaAeENC

e EvtoAec UNIX (echo, touch),

* |6ioktnoia kot Aikauwuata MNpooBaonc (chmod, chgrp, chown,
umask, suid, sgid, sticky bit),

* [lpoodnkn Xpnotwyv (useradd & public/private keys)
* Kavovikecg Ekppacoelc (grep, egrep)
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ArtAec EvtoAec UNIX

* EvtoAn echo (emiAoyec -n, -e)
* EKTUTIWON YPALUAC KELLEVOU TTov Sivetal pall pe newline
* Emiloyn -n
* dev epdavilel tn vea ypapuun (newline)
* Emtloyn -e
* ETILTPEMEL TNV €pUNVeia Twv backslash escapes

bash-3.1$ echo -e "This is a\nnew message'
This 1s a
new message m
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AMéq EVTOA_E’C UNIX ls - list directory contents

-1 use a long listing format

e EvtoAn touch <existing filename>
* O XpOvoG Tpomonoinong Tou apxeiov EVNUEPWVETAL LUE TOV UPLOTALEVO XPOVO.

bash-3.1$ 1ls -1 test/test2/test2. txt

-rw-r--r-- 1 cspgccl cspg 18 Jan 24 10:42 test/test2/test2.txt
bash-3.183

bash-3.1$

bash-3.1$ touch test/test2/test2.txt

bash-3.1$ 1ls -1 test/test2/test2.txt

-rw-r—--r-- 1 cspgccl cspg 18 Jan 30 17:14 test/test2/test2.txt

e EvtoAn touch <new_filename>
* Anuloupyel €va véo, Kevo apxeio

bash-3.15 1s -1 new_file.txt

l1s: new file.txt: No such file or directory

bash-3.1S touch new_file.txt

bash-3.15 1s -1 new file.txt

—-rw-r--r-- 1} cspgccl cspg 0 Jan 30 17:19 new file.txt
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|0loktnola kat Atkouwwpata NpocBacnc

* Xpnotnc¢ (User): ontoloodnmnote £xeL AoyapLacpuo oto UNIX cuotnua

e OLXpnoTec opyavwvovtal o Ouadec (Groups).
* £VOC | MEPLOOOTEPOL XPNOTEC UITOPOUV VA AVIKOUV 0 TTOANQTTAEG OMLADEC.

Superuser.
(System administrator) M -m
O o6 o (6 o6 o O
M AAAAMAMMAMAAMA
o 606 o (6 o6 o o
AAMAMAAMAMAAMA
o 6 6 o o o o
AMMAMAMAAMAA
O o6 o6 o o o o
M AAAAAAMAA
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|0loktnola kat Atkouwwpata NpocBacnc

* [Lat va Bpelc mAnpodopiec os nola/ec opada/ec avnKkel Evoc xpnotnc:
e EvtoAn groups <username>

bash-3.1$ groups andarist

andarist : faculty epl232

bash-3.1$ groups cchrys

cchrys : tspecial epl001 csphd visiting epl371

e Jnueiwon: Zto UNIX, kaBe xpnotnc MNPENEI va gival pEAOC TOUAAXLOTO LaG
opadac (outr mov opiletat amno to GID peoa oto /etc/passwd)
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|0loktnola kat Atkouwwpata NpocBacnc

* Entimeda AopaAeloc:
e Juotnma, KataAoyoc, Apxeio

 AoPAAELX ZUCTAHATOC: EAEYYETOL ATTO TOV SLOXELPLOTH TOU CUCTALOTOC
(system administrator)

* KataAoyoc kat ApXeio: EAEyXETAL ATTO TO XPOTN CTOV OTIOLO AVAKEL

University of Cyprus

)
AN

SysAdmin

Level 1:System

Level 3:File
D
User

\Level 2:Directory

v
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|0loktnola kat Atkouwwpata NpocBacnc

e Kwéwkag Aikouwpatwyv NpocBaonc*

File Type | Read Write Exec Read Write Exec Read Write Exec
Indicator \ K \ ‘ ( \ ‘ (
- row X row X oW X
(regul, dir, ...)
User Group Others

User (XpRiotng-16toktNtnc): O Snpoupyoc tou apxeiov
Group (Opaday): et amo xpnoTtec mouv opadomnolovvtol
Others (YmoAoutoi): Ontoloodnmote AoyopLlacpoc rou dev avrikel otnv Opada aAAd avriKel
o€ aAANn opada
TPELG TUTTOL SLKALWUATWY TIPpOoBaongc:
° r read
°* w write
° X execute
* - permission denied
* |s -al <file | directory>
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|0loktnola kat Atkouwwpata NpocBacnc

* TLunodnAwvel To kABe eidog npocPfaongc;

r (read) View file contents List directory contents

w (write) Change file contents - Change directory contents
(create and remove files in that dir.)

x (execute) Run executable file - Access files explicitly (by name) in the given
folder
- Permission denied Permission denied
University of Cyprus
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|0loktnola kat Atkouwwpata NpocBacnc

e Aeiktng TuTtou Apxeiou

XapakThpag Acgiktng TOtTOU Ap)XEiou

d Directory

b Block-type special file (11.x., DVD, CDROM, DISK)

c Character-type special file (11.%., terminals, printers kai networks)
I

Symbolic Link (A symbolic link is a reference to another file)

Pipe (connect the output of one process to the input of another)

» (O

Socket (enables communication between two processes)

- Regular file
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{
o
A

)
[/
%

|0loktnola kat Atkouwwpata NpocBacnc

e EA€yxovtac ta Alkalwpoto:
e EvtoAn Is -/ <file_OR _dir name>

recursive listing

head
total size of all files in blocks in the list (measured in 512B or 1024B)

bash-3.1$ 1ls -1R test/ |

test/:

total 4 ____—> Permissions, Hard-Links, User, Group, FileSize, Last Modified Date + Time, Filename

-rWw-r--r-- 2
lrwxrwxrwx 1
drwxr-xr-x 4

drwxr—-xr-x 2

cspgccl
cspgccl
cspgccl
cspgccl

cspg 28
cspg 20
cspg 50
cspg 22

Jan
Jan
Jan
Jan

25
24
28
24

14:35 HardLinkToFilel.txt

10
17
10

:50 SymbLinkToFile2.txt -> test/test2/test2.txt

:25 testl
142 test?2

>nueiwon: H evtoAn head pmopet va yivel pipe oe AAAEG EVTOAEC. 2TO TLO TTIAVW TIAPASELY LA, TO
amoteAeopa TS EVIOANC LS eival va epdaviosl povo ta o npoodato TPOomonoLlnUeEva apxXeia i

dakeNoUC
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|Oloktnotla kat Awawwpata Npoofaocnc

$ 1s -1 /etc/passwd

-rw-r--r-- ... /etc/passwd — Regular file

S 1s -dl /
drwxr-xr-x 26 root root 4096 Sep 22 09:29 / — Directory

lrwxrwxrwx ... termcap -> /usr/share/misc/termcap  — Symbolic Link
lrwxrwxrwx ... S03xinetd -> ../init.d/xinetd
SIWXrwxrwx /tmp/.X1ll-unix/X0 — Socket
pPrw—-rw—-—--- ... mypipe — Pipe
" University of Cyprus
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|Oloktnotla kat Awawwpata Npoofaocnc

e AN\ayn ALKOULWLATWV:

Changing
Permissions

Symbolic I Octal |
A
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Dr. Andreas Aristidou a.aristidou@ieee.org



{
\
N

b
%
%

|Oloktnotla kat Awawwpata Npoofaocnc

e AN\ayn ALKOLWLATWV:

e EvtoAr) chmod > povov o téLloktNTNC (0 su) (kat dAa péAn the opuddog kdtw omd
opBa Sikalwpoarta prtopoulv vo to paouv!)

[ University of Cyprus

file/directory ‘

chmod options mode
/ T~

symbolic

-R: recursive or octal
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|Oloktnotla kat Awawwpata Npoofaocnc

e EvtoAn chmod

e AA\ayn Akatwpatwyv: ZUupBoAkn popdn

chmod

-options

modes

file/directory

Chmod +Xx file

> Adds +x to u,g,o

[ University of Cyprus

Example

Who

.

r

v o c 4

-+

4

T
Loperatnr\LlPermissions '
L= 3
= r

| |
F F

W
X
y

‘ chmod u=rwx,g+w,o-w memo.doc I
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|Oloktnotla kat Awawwpata Npoofaocnc

e EvtoAn chmod

* AA\ayn] Akatwpatwyv: ZUupBoAkn popdn

chmod who operation permissions filename

u for user

g for group
o for others
a for all

"

+ for add
- for remove

= for assign

/

University of Cyprus

-

(set)

~

A

r for read
w for write
X for execute

/

\_

~

/
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{
4
A

)
%
%

chmod +x

Stouch testfile
Sls -al testfile

-rw—-r—-—-r—-— 1 andarist

Schmod +x testfile
$Sls -al testfile

-rwXr—-xXr—-x 1 andarist

Schmod = testfile
$ 1ls -al testfile

—————————— 1 andarist

Schmod 777 testfile
S 1s -al testfile

- rTWXrwxXxrwx 1 andarist

[ University of Cyprus

staff

staff

staff

staff

Feb

Feb

Feb

Feb

14

14

14

14

11:

11:

11:

11:

2°7

2°7

2°7

277

testfile

testfile

testfile

testfile
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|Oloktnotla kat Awawwpata Npoofaocnc

* ANayn Awkatwpatwyv: ZUpBoAkn popdn
* Napadelyua:

bash-3.15 1s -1 test. txt
-rw—-r—-—-r—-— 1 cspgccl cspg 0 Jan 30 19:38 test.txt

AN ayn TwV SIKALWUATWY TIPOoPacnc €10l WoTe OAOL va prmopouv va to dtafalouv kot va To
€KTEAOUV Kol HOVO 0 WBLOKTATNG Kot N opdda vo prtopouv va ypddouv 6 autd (rwix | rwx | r-x):

bash-3.15 chmod ug=rwx,o+x test. txt
bash-3.15 1s -1 test. txt
-rwxrwxr-x 1 cspgccl cspg 0 Jan 30 19:40 test.txt

* chmod o= test.txt = adalpel ta Sikawwpato anod O group
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|Oloktnotla kat Awawwpata Npoofaocnc

e ANayn Awatwpatwyv: Oktadikn popdn

BAiua | EkTéAeon Pubuioeig

1 List the desired setting | |

2 Assign binary: | |
1 for access; 0 for no access

3 List octal values for the | |
corresponding binary 1’s

4 Convert the octal values to a 3-
digit number

5 Write the command chmod 775
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|Oloktnotla kat Awawwpata Npoofaocnc

e ANayn Awatwpatwyv: Oktadikn popdn

Permission r w x r - x r - x
Octal Value 4 2 1 4 - 1 4 - 1
User Group Others

S S
‘ chmod 755 file name I

MARPeL Sikawpata otov WLoKTATN, read Kol execute oToug UTTOAOLTTOUG
rwx r-x r-x = 111 101 101 = 755

read KoL write otov LOLOKTATN, Kal read POvVo 0ToUG UTTOAOLITOUG
rw— r—-— r—— = 110 100 100 = 644
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|Oloktnotla kat Awawwpata Npoofaocnc

e AAN\ayn I6loktnoiog
e EvtoAn chown <new_owner> <filename>
* AA\ayn 8lokTnolog evog apxeiov = povov o BLoKTATNG (Kaw o su) propei va to mpaget!

* Me tnv aAAayn, o VEOC LOLOKTATNG Elval O LOVOC TIOU UTopel va Swoel Ta Sikalwpata iow (ko
o su).

chown root /directory

Change the owner of /directory to "root". The group of /directory is changed
to root’s default group (i.e., root).

chown root:staff /directory

Likewise, but explicitly change the group of /directory to "staff"“. (recall
that a user might belong to several groups)

chown -hR root /directory

Change the owner of /directory recursively (-R) to "root“ (including the
traversal of symbolic links. Used (-h) to exclude them.)
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Fixing Orphaned Users
Taking Ownership in Windows

2
| . Documents Properties u -

[ o D [ = | Local Disk (C:) — O »
General I Sharing rty | Previous Versions | Customize ! Home  Share  View - @
Objed name: O-%Documents « v =¢=,) » ThisPC » Local Disk (C:) v O Search Local Disk (C:) el
. MName . Date modified Type Size el
G . Quick access
roup ar User Nnames: ‘ o v
= D Advanced Security Settings for Data
2 5YSTEM - | mo
" U .
. . ’ . . = Dy MName: Ch\Data
%.ﬁdmlnlstlators (TaylorGibb-PChAdministrators) pi
22 1 leare TodadSikh P loamt % =" owner winaero (WIN-OJTHO003865\winaero) i
1 | L} | k ‘& On []Replace owner on subcontainers and ohjects
To change pEﬂﬂiSSjﬂﬂS. click Edit. @ Thi | Permissiens | Auditing Effective Access
- mD
Permissions for Accourt . For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Unknown{5-1-5-21-1206375286- Allow Derry =D
%D Permission entries:
s
Full control AM Type Principal Access Inherited from Applies to
Madify pi | | B Allow  Administrators (WIN-OJ7HOO... ~Ful control A This folder, subfolders and files
-
Read & execute v = ] 82, Allow  SYSTEM Full control Ch This folder, subfolders and files
) v % Allow  Users (WIN-QJTHOO03865\Us...  Read & execute i This folder, subfolders and files
List folder contents ¥ o ) . . i
ey L 82 Allow  Authenticated Users Maodify i\ This folder, subfelders and files
Read 4 @ sk
Write =
By Net
For special pemissions or advanced settings, Advanced Remove V=
click Advanced.
Disable inheritance
Leam about access control and permissions 7items ["] Replace all child object permission entries with inheritable permission entries from this object
N QK ‘ | Cancel | | Apply
| ok || cancel || ppy |
—- T——
- — o

S &
A'xv‘ University of Cyprus
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|Oloktnotla kat Awawwpata Npoofaocnc

e ANayn Opadog

e EvtoAn chgrp <new_group> <filename>
* AMNayn opadag (effective group) evog apyxeiou oe pia dAAn opdda otnv omoia aviKeL o Xpriotng
* Mrmopei va enitevyBetl kal pe tTnv chown

bash-3.1$ 1s -1 test.c

-rw-r—--r—— 1 cchrys tspecial 55 Mar 17 2015 test.c

bash-3.1$ groups cchrys

cchrys : tspecial epl001 csphd visiting epl371

bash-3.1$ chgrp visiting test.c

bash-3.1$ 1s -1 test.c

-rw-r—--r—-—- 1 cchrys wvisiting 55 Mar 17 2015 test.c

bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl37/1

Aeite Ertouevn Awapaveia yio Baotkn & cuunAnpwuatikn ouado!

&
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Primary / Supplementary Groups (groups, id)

e Ava nmaoa otypn, Evac UNIX xpnotng dépet €va user id (uid) kat €va group id (gid).

* MapaAAnAa, Evag Xpnotng UmopEeL val avrKeL kat og AAAa groups, To ipwTto (default) ek Twv omolwv
ovopaletol Baotkn opada (Primary Group), evw ta UTTOAOLTOL GUMTIANP WHOTLKEG OUAOEC
(Supplementary Groups)

$ groups # print the groups a user is in

faculty epl3371 epll332 anyplacegrp epl646 colloggrp crowdgrp smartpgrp smartgrp smartlgrp
smartnet tvmgrp

$ id # print group names and their group IDs

uid=1280 (andarist) gid=231 (faculty)
groups=231 (faculty), 306 (epl371),314 (epl232),348 (anyplacegrp),411 (eplod6),426(colloggrp),
446 (crowdgrp) , 453 (smartpgrp) ,466 (smartgrp) , 483 (smartlgrp), 488 (smartnet) , 505 (tvmgrp)

$ newgrp epl371 # oddayf PaocLKAC op&dag

uid=1280 (andarist) gid=306 (epl371)
groups=231 (faculty), 306 (epl371),314 (epl232),348 (anyplacegrp
4

411 (eplo4db) ,426 (colloggrp),
446 (crowdgrp) ,453 (smartpgrp), 466 (smartgrp), 483 (smartlgrp),

),
88 (smartnet), 505 (tvmgrp)

&
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AvtAnon Tavtotntwy ano E¢unnpetntn
Tavtomnoinonc LDAP - EvtoAn getent

Napovuoiaon xpnotwv (avtioctolyo tou /etc/passwd)

$getent passwd (get the entries)

aandre28:*:2923:472:Andreou Andre:/home/students/cs/2011/aandre28:/bin/bash
acostal0l:*:2776:472:Andri Costa:/home/students/cs/2011/acostall:/bin/bash
ageorg35:*:2743:472:Anna Georgiou:/home/students/cs/2011/ageorg35:/bin/bash

| | |

| || | | | Login shell

| | | | Home directory

| | ] | GECOS fields (full name, etc.)

| | ] Primary Group id

| | User ID

| Encrypted password indicator Noapoucioon otoyeiwv opadac (avriotowyo Ttou /etc/groups)
Username $getent group csll

csll:*:472:

&
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|Oloktnotla kat Awawwpata Npoofaocnc

e Atkawpota Mpoofaonc apxeilwv Kat KATaAAOYwv Kata th Snuioupyloa
TOUC

e EvtoAn umask (Opiletl Tt Sikowuata opotpouvtol)

* Ta e oplopoU (mpoemleypéva) Sikatwporto voc SnpoupynBévroc apyeiou
N KataAoyou puBuilovtal apyLlka xpnotponolwvtag po petaBAnti 3-ndiwv
o€ oKktadLKO cuoTNUO, TTOU ovoualetal user mask.

* AuTO to user mask €xeL opLoBel amno tov system administrator otav
dnuiovpyndnke o AoyapLaopnacg tou kKabe xpnotn.

* To user mask MepLEXEL TIC PUOLLLOELC O OKTAOLKO yia Ta SIKoLw ot
npoofacnc mou AQAIPOYNTAI oo To LEYLOTO OTAV £VOC KATAAOYOG 1

opxeio dnuloupyeital.
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|Oloktnotla kat Awawwpata Npoofaocnc

* Méylota Alkalwpata Kata tTnv dnuiovpyla:
* KataAoyou: (6nA., rwxrwxrwx)
» Ap)elou: (6nA., rw-rw-rw-)
* MN.x., ue “touch a” ta Sikalwpata Tov a eivat “666 — umask”

* Mati 666 o€ apyxeia kat 777 o€ KATaAAOyou;

* To UNIX mpoomnaBei va cuumnepldpépetal €Eumva ooov adopad ta execute dikaiwpa.

* Mpaktka Ta apxeia Bswpouvtat otL dev €xouv NOTE execute Sikalwpata katd tn dnulovpyila
TOUC.

* Adalpwvtac € 'oplopou To execute o€ apxeio ETMTPETEL TO CUCTNMA VA EXEL TIEPLOCOTEPN
aodpaAela.

* To execute og kataAoyouc dev adatpeital epoocov pmopel va BEAOUE VoL TTAPEXOUUE access
by file name
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|Oloktnotla kat Awawwpata Npoofaocnc

* Moapadsyua

bash—M To eruntA€ov 0 Ba e€nynBel oe Alyo
0022

bash-3.1$ touch test. txt

bash-3.1% 1s -1 test. txt

1 cchrys tspecial 0 Jan 31 06:27 test.txt
bash-3.1$ mkdir test-perm

bash-3.1$ 1ls -1d test-perm/

2 cchrys tspecial 4096 Jan 31 06:28 test-perm/

File Directory
666-022 = 644 777-022=755
A"f University of Cyprus
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|Oloktnotla kat Awawwpata Npoofaocnc

* Moapadeyua (cuvexela)

bash-3.1$ umask 077 (group & others: NO permissions)
bash-3.1$ touch test2. txt File: 666 - 077 = 600
bash-3.1$ 1s -

bash-3.15 mkdir test2-perm _, Djrectory: 777 - 077 = 700

bash-3.15 1ls -ld-te -perm (-d:show dir not content)

2 cchrys tspecial 4096 Jan 31 07:00 test2-perm

* To umask puBuiletal pa popa Kot LOYUEL HEXPL TNV artooUVOEon Tou session.

» KabBe popa nov ouvdeopaote (log in) oto cuoTNUA, TO UMask KPATA TNV TIPOETAEYUEVN
Tou TN (apyotepa Ba pAiooupe yia to tpodiA)
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Edika Awkawwpoarta Npoofaonc

* Y& TTOAAEC TIEPUTTWOELC TIPOKUTITEL N AVAYKN VLA TTPOOWPLVA
avafBadbulopeva dikatwpata.

* .., 0 xpnotng andarist:faculty va €xet Sikatwpata root:root KATA TNV EKTEAESN TNV EVIOANG
Jusr/bin/passwd

* Yridpyxouv oL akoAouBol tpomot:
1. Login as <newuser> (m.X., su — newuser)

2.Run command with sudo (m.x., sudo —u newuser /usr/bin/passwd, requires the existence of
configurations in /etc/sudoers/)

3.Special Permissions on Executable (El0ika Awkatwpota)
 Set User ID (SUID) -- yLa ekteA€oipa apyeia
« Set Group ID (SGID) -- yia ekteAeoipa apxeia
e  Sticky bit (STB) -- yLa kataAoyoucg
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Edika Awkawwpoarta Npoofaonc

Napadeypa

JuxVA, OTOV EKTEAELTAL Ll EVTOAN OTtO TOV XpNoTn, Oa TPETEL va EKTEAECTEL UE ELOLKA TTPOVO LA YLOL VOL
OAOKANPWOEL TNV Epyacia TnC.

Mo tapadeypa, otav aAAAleTe Tov KwLKO PooBacnc oac pe to passwd command, o vEog oa¢ KwSLKOC
npooBaong anobnkevetal oto apyeio /etc/shadow.

Q¢ KavoVvLKOC xpriotng, ev £xete read r; write mpooPaon oe auto to apyeio yia Adyouc achaleiac, aAld OTov
aAAAleTe TOV KWOLKO TTPOCPACN G 0O, TIPEMEL VAL EXETE SKaLwpOTA EYypadnC o€ AUTO To apxeio. Auto onuaivel otL
TO MpoOypappa passwd TPEMEeL val 00¢ SWOoeL TPOCOETA SIKALWUATO, WOTE VA UMOPELTE va ypaPeTe 0TO

apxeio /etc/shadow.

ErtutAgov Sikatwpata Slvovtal O MPoypapHOTa LECW EVOC unXoviopoU yvwotou w¢ Set User ID (SUID) ko Set
Group ID (SGID) bits.

Otav ekteleite Eva mpoypappa rtou £xeL to SUID bit enabled, kAnpovopeite Ta SIKOLWUOTA TOU KOTOXOU QLUTOU TOU
npoypappatoc. Npoypappata mou dev €xouv to SUID bit evepyd ekteAoUvtal pe Ta SIKOLWHLOTA TOU XPROTN TToU
¢eklvnoe to mpoypappaL.

AuTto oupBaivel kat pe to SGID.
Ta SUID ko SGID bits epdavitovral pe to ypappa "s" av n npocPfaon eivol EyKeKPLUEVN.
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Ewdika Awkawwporta NpooPaonc: Apxela

e PUBULON ELOLKWV ALKOLWUATWV

e Xpnon tn¢ evtoAnc chmod og oktadikn popdn:
* 1.X. chmod 7777 filename

Evdéxeral va givai
Kal oT0 TEAOC

sud | sgid | stb | r | W | X r | w | X r | w | X
4 2 1 4 | 2 4 | 2 4 | 2 | 1
7 14 14 14
Special user group others

University of Cyprus
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Ewdika Awkawwporta NpooPaonc: Apxela

e Eldka Atkawpota: Set User ID (SUID)

e SUID eTuUTPEMEL OTOUC XPNOTEC VAl EKTEAECOUV €va apyelo Kal va yivouv mpoowptvol
boktAteC (Owners) tou apyeiovu (katd tn SLAPKELD TNC EKTEAEONC).

* Jto Linux / Unix ayvoeitat yta kataAoyouc (Lovo yia apxeia)

* Mapadewypa: H evtoAn passwd ) ping He LOLOKTATN TOV root €XeL TG aKOAOUBEC ELOIKEC
pubuioeLc:

bash-3.1$ 1s -1 /usr/bin/passwd

—r{]——x——x 1 root root 21944 Feb 12 2006 /usr/bin/passwd

ba‘sh/—é./1$ ls -al /bin/ping

SU'DJf xr-x 1 root root 40760 Sep 26 2013 /bin/ping
* Otav &vag xprotng ektehel tnv eVioln passwd, o XpOTNG ViveTaL TPOOWPLVE O «root»

XPAOTNG yla 600 TPEXEL N evtoAn (OnA., n diepyacio Ba €xeL Ta idta dikowpota OTTWC AUTA
TOU LOLOKTATN TOU apXEiov)

* Oa doUpue og Aiyo wc TOBeTaL N €MIAOYN «S»
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|Oloktnotla kat Awawwpata Npoofaocnc

* Mapovoioon EWOIKWV ALKOLWUATWVY

* H kataotaon Twv Skalwpdtwy mpoofaong nou epdavidetal Pe TNV EVIOAN
«ls -1» eV EXEL EEXWPLOTO TUAMA VLA TA ELOIKA SIKOULWMATOL OE TIOAAEC
vAorotjoeig ®.

* Emeldn ta eldka Sikolwpato amattouv ocuvnwe «execute»,
KaAUTITOUV/avTIKaBLoTOUV TO SKaiwpa execute otnv mapouvoiaon TG
EVIOANC «Is -I».

F'WXTIWXTIWX FrwW-Tw-IW -

ME 1 \ \ XQPIE
EXECUTE ' EXECUTE
rwsSrwsrwt rwSrwSrwT
SUID SGID STICKY SUIID SGID STICKY

BIT BIT
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|Oloktnotla kat Awawwpata Npoofaocnc

* ELOka Awkatwpata: Set Group ID (SGID)

* H SGID kAvelL TOUC XPNOTEC VO Yivouv HEAOC TNEG OpAdacg Tou yovikou
KataAOyou

e Xpnotluo ylo dnuoupyia kKowvoxpnotng npocPfaonc o Atopa amo
dladpopetikec opadec (m..,student, faculty)
* Yridpyel kamota opada “GALL” pe peEAn toug
A:G1, B:G2, C:G3 (username:group)
* O kataAoyoc /projects/ avrket oto GALL.
* O A:G1 ektelel «touch file» (6nuioupyla apyelov)
* Twpa 1o file elvat tou A:G1 (beite Is —al file)
* Evw gav ekteAOUCOLLE TO TILO KATW TIPLV TO touch:
* chmod 2777 /projects/
* Tote 10 file Ba ixe Swkawwpata A:GALL
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|Oloktnotla kat Awawwpata Npoofaocnc

Noapadeypa SGID

$1ls -ald anyplace/

drwxrwsr-x 21 kgeorglO anyplacegrp 4096 Jan

# d shows directory not content

2 00:02 anyplace/

MA£ov, 6TL apxeia Snpoupyolvtal avijkouv oto group anyplacegrp oto onoio avijkouv kat ot Suo Xproteg (BoAwkd
ywa aM\aveq Kol ored toug duo)

$ 1ls —-al

total 180

drwsrwsr-x
drwxr—-xr-x
drwsr-sr-x
drwsr-sr-x
—IrWXYW—YW—

drwXxrwxr—-x

[ University of Cyprus

21
68

N RN

kgeorglO
root

andarist
andarist
andarist

kgeorglO

anyplacegrp
root

anyplacegrp
anyplacegrp
anyplacegrp
anyplacegrp

4096
8192
4096
4096

181
4096

Jan
Sep
Sep
Sep
Sep

Nov

30
19
19
18
277

00:
10:
14:

14

02
02
57

: 57
13:
13:

55
14

architect
contact
contact.html

CSS
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|Oloktnotla kat Awawwpata Npoofaocnc

* ELOka Akawwpota: Sticky Bit (STB)

* Eav edoappootel to Sticky Bit 1ote n Siaypadn apxelwv/KoaTtaAOywv Umopel
va YIVEL ATt Eva XPROTN LOVO O OpXELA TTOU EXEL MPOCOECEL O idLoG O
Xpnotne.

» To Sticky Bit ekTeAel pLa Xpnotpn AELToupyLlo. 6TouC KATAAOYOUC, T.X., OTO /tmp
(kowvOxpnoTog XwpPog)
* Mapadelyua:
bash-3.1$ 1s -1d /tmp

drwxrwer@\ZE\f?ot root 16384 Jan 31 04:10 /tmp

Sticky Bit

e E&v 10 /tmp Atov anAd 777 1d6te Ba unopoUoe OIOLOCOATIOTE VX
dLaypdpel ratoaAdyouc/apxela &AAwV Xpnotdv (OxL udvo
IIPOCWII LKOUCQ) .
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Kavovikec EKppAoELC

* Mo Kavovikn ‘Ekdpacn (Regular Expression) sival eva TtpOTUTIO TTOU TIEPLYPAPEL
£vaL cUVOAO cupBolooelpwy.

* InNMAVTLKA €vvola ota Aaiola Twy HeTayAwTtTiotwy, Oewpiag urtoAoylopoU, aAAd Kol
TIPOYPOAHATIOTIKWY YAWOCWV.

* O BaolkoteEPOC TPOTIOC EKTEAEONC KOVOVIKWYV ekPpacewv oto UNIX gival pe xpnon tng
evtoAnc grep (N egrep)

* Kavovikeg ekppAoeLc KATAOKELUALOVTOL XPNOLLOTIOLWVTOC MLKPOTEPEC EKPPATELC.

e 2Tn Oewpia YtoAoylopoU eixope PLAOEL OTL OL KAVOVLIKEC EKDPACELC (regular expressions,
regexp N regex) xpnoLpomolouvtal yia tnv nepypodn YAwoowv pe anmAd cUpBoAa, to NULL kot

ouvbuaopoUC Ttou tpokKUTTTouV He edpappoyn Eévwonc (U), tou aoteplov KAnvu (Kleene Star) (*) n
Kol TtapeVOETEWV

* MN.x., (@*b*)*(abba)(a*b*)*
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EvtoAn grep

* EvtoAn grep (em\ovec -i, -n, -v, -w, -/ )
* Wayvel o apXeia EL0GS0U yLa YPOLUEG TTOU TIEPLEXOUV EVOL TPOTUTO MoV Sivetal Kal TLg
epdavileL otnv £€odo.
grep <options> <pattern> <filename>

° 1 OLpOLSE'lV uatw-n option: show line number of matching lines
bash-3.1$ grep —-n root-%etcfpa??ﬁ&”ﬂf#iﬂ%>pa%ﬁg;"ne

1: root:x:0:0:root:/root:/bin/bash

12: operator:x:11:0:o0perator:/root:/sbin/nologin

-v option: invert match (show lines that don’t contain the word bash)
bash-3.1$ grep -y bash /etc/passwd | grep -v nologin

sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt

news:x:9:13:news:/etc/news:
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EvtoAn grep: ErtiAdoyec (Options)

e grep Options (emA\ovec -i, -n, -v, -w, -1 )
* Emuloyn —i (case-insensitive-match)
* Case-insensitive - ayvoel To SLaxwplopo KeboaAaiwv Kol PLKPWY YPOLUUATWY
Erihoyn —n (numeric-prefix)
* EKTUTIWVEL TNV apiBunon twv ypapuwyv otnv €€0do
Erhoyn —v (invert-match)
e gudavilel Tic ypappec tov AEN tatplalouv pe To TPOTUTIO TTOU PAXVOUUE
Ermdoyn —w (word-match) — Waéipo yia Aééeic
* TOULPLALEL TO TIPOTUTIO UE OAOKANPWUEVEG AEEELG (SEV TIEPLEXOUV TOUG XAPAKTHPEG TNG
Etunq ;‘[EpLBOOO\OVTOC gIFS, n omola €€ oplopov mepLExeL Ta whitespace: newline / tab /
pace
Erwlhoyn -/ (latin-el) (filename-with-match)

* Anokpun tng KAVOVIKAG pong oto Stdout. TUMwoE HOVO Ta OVOpATA TWV apXEiwV (OXL
TOL AITOTEAEOLATA) OTTOU YIVETAL match
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EvtoAn grep: Kavovikec Exkgpaoeic (Patterns)

* H grep yelpiletol OUuo SLAPOPETIKEC EKOOXEC OUVTAENC KOLVOVLKWV
EKPPACEWV: TIC PAOLKEC KOLL EKTETOALEVEC.
* OL Baowkec kavovikeG ekppaoelg (BRE) urmopouv va xpnotpornotnBouv armo
TNV evtoAn grep (ouoto ue GNU grep)
e Onwc oplotnke armo tov Ken Thompson otnv apytkn uAomoinon tou yia to UNIX.
e Ot EKktetapéveg Kavovikeg Ekppaoelc (ERE) pmopouv va xpnotpomnotn8ouv
Qo TNV EVTIOAN egrep
* N.x., egrep ' wordl | word2 ' filename
* 1610 pe to grep -E ‘word1|word2’ filename
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EvtoAn grep: llapadeiyuara

(] 1 ’
ﬂapa5€lv Hata (GUVEXE La) A Match lines beginning with root

bash-3.1$ grep “root /etc/passwd
root:x:0:0:root:/root:/bin/bash

. Match lines ending with “”

bash-3.1$ grep :8 /etc/passwd

news:x:9:13:news:/etc/news:
\< means “'Start of Word”: Match lines that contain the word PATH.
\
bash-3.1$ grep export ~/.profile | grep '\<PATH'
export PATH \\\gAmNmeammmmgenmﬂ
#export PATH=S$PATH:/usr/local/ns-allinone-2.1b6/bin

export PATH=SPATH:/hdd2/cchrys/ns-allinone-2.1b9/bin:/hdd2/cchrys/ns-allinone-
2.1b9/tcl8.3.2/unix:/hdd2/cchrys/ns-allinone-2.1b9/tk8.3.2/unix

fexport PATH=SPATH:/Backup/cchrys/OMNeTpp/omnetpp-2.0b5/bin

&
“MA[ University of Cyprus
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EvtoAn grep: llapadeiyuara

* Mapadeiypata (cuvexeLla

P YU (k Match lines containing word /
bash-3.1$ grep -w / /etc/fstab
/dev/VolGroup00/LogVol00 / ext3 defaults 1 1

- [ ] Match any line that contains any of the characters yf
bash-3.1$ grep [yf] /etc/group
sys:x:3:root,bin,adm
tty:x:5: [* ] Match any line that does not contain the following chars
ftp:x:50:
nobody:x:99:
floppy:x:19:
nfsnobody:x:65534:
xfs:ix:43:
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MopevBeon nepl Eloaywykwy

* Mova slcaywywa (' ')
. xpncmonomuvrat yla va SLatnproouv Toug XOPOKTPEC TTOU EUMEPLKAELOVTOL OE pHova
ELOOYWYLKA WC €lval (KUPLOAEKTLKE)
* NMapadeyua
bash-3.1$ echo 'SHOME'
SHOME

e AumAa Elcaywywka ("")

* XpNOLUOTIOLOUVTAL YLa va SLATNPROOUV TOUC XOPOKTAPEC TTOU EUMEPLKAELOVTAL O€ OLTAA
ELOAYWYLKA WC elval (kuptoAekTika), ektoc amo to S (dollar sign), ta = (backward single
quotes) kal 1o \ (backslash).

* NMapadeyua
bash-3.1$ echo "SHOME"
/home/faculty/andarist
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EvtoAn grep: llapadeiyuara

* Napadeiypata (ouvéxela)

bash-3.18S

drwxr-x——--—

drwxr—-x—-—-—

bash-3.18S

drwxr—-x——-—

drwxr-x—--—-—

ls
1

ls

-1 |
cchrys
cchrys
cchrys
cchrys
cchrys

cchrys

_ll

grep -i
tspecial
tspecial
tspecial
tspecial
tspecial
tspecial

grep ! Ad 4

Case-insensitive matching of words beginning with i

////2

2 cchrys tspecial

5 cchrys tspecial

iastedl.pdf
iasted2.pdf

ICIS chrysostomou.pdf
ICIS pitsillides.pdf

idcc

IPE

7 Same but first filtering out directories (line starting with d)

r\<i’
247605 Jan 12 2005
180597 Jan 12 2005
179801 Dec 30 2003
156920 Dec 30 2003
4096 Aug 19 2002
4096 Jul 17 2001

| grep -i '\<i'
4096 Aug 19

40960 Jul 17

2002 idcc

2001 IPE
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EvtoAn grep

o AT (GUVéXELa)//SingIe, Double quotes important when set here ("$HOME")

bash-3.1$ grep '“c.*h$' /usr/share/dict/words | more

cabbalah \\& ) ]
cable-stitch Start with C, one char (any), 0:M chars, end with h
cablish

caddish -
cadish bash-3.1$ grep '“c..h$' /usr/share/dict/words | more
caducibranch fh

cafeneh ca

cafth h

cai%%eac% Caph

cailliac cas . .
calabash h Start with C, two chars (any), end with h
calash ca

calenturish chih

calfish

calipash coch

caliph

calligraph cosh

callipash coth

calvish

calycanth croh

camelish csch

cameograph

camooch cush

—-—-More—-

&
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Kavovikec EKppAoELC

* Muwa Kavovikn €kppaon UTTOPEL va XpnoLUOTIOLoEL TOUG akOAouBoug metacharacters (repetition operators) —
Extended Regular Expression (ERE) — used with egrep

Operator Effect
Matches any single character (1:1)
? The preceding item will be matched zero times or once (0:1)
* The preceding item will be matched zero or more times (0:N)
+ The preceding item will be matched one or more times (1:N)
{N} The preceding item is matched exactly N times (N:N)
{N,} The preceding item is matched N or more times (N:-)
{N,M} The preceding item is matched at least N times, but not more than M times (N:M)
— Represents a range (e.g., [a-z] N [*a-zA-Z])
A Matches the empty string at the beginning of a line; also represents the characters not in the range of list [* ]
S Matches the empty string at the end of a line
\b Matches the empty string at the edge of a word
\< Matches the start-of-word (word that has a preceding whitespace)
\> Matches the end-of-word (word that has a whitespace following)
University of Cyprus
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Kavovikec Ekppaoelc (Regular Expressions)

[]

University of Cyprus

Match anything inside the square brackets for one character position once and only
once, for example, [12] means match the target to either 1 or 2 while
[0123456789] means match to any character in the range 0 to 9.

The - (dash) inside square brackets is the 'range separator' and allows us to
define a range, in our example above of [0123456789] we could rewrite it as [0-9].
You can define more than one range inside a list e.g. [0-9A-C] means check for 0 to
9 and A to C (but not a to ¢).

NOTE: To test for - inside brackets (as a literal) it must come first or last, that is,
[-0-9] will test for - and 0 to 9.

The N (circumflex or caret) inside square brackets negates the expression (we
will see an alternate use for the circumflex/caret outside square brackets later), for
example, ["Ff] means anything except upper or lower case F and [~a-z] means
everything except lower case a to z.

NOTE: Spaces, or in this case the lack of them, between ranges are very important.
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Kavovikec Ekppaoelc (Regular Expressions)

? The ? (question mark) matches the preceding character 0 or 1 times only, for
example, colou?r will find both color and colour.

* The * (asterisk or star) matches the preceding character O or more times, for
example, tre* will find tree and tread and trough.

+ The + (plus) matches the previous character 1 or more times, for example, tre+ will
find tree and tread but not trough.

{n} Matches the preceding character n times exactly, for example, to find a local phone

number we could use [0-9]{3}-[0-9]{4} which would find any nhumber of the form
123-4567.

Note: The - (dash) in this case, because it is outside the square brackets, is a literal.
Value is enclosed in braces (curly brackets).

{n,m} Matches the preceding character at least n times but not more than m times, for
example, 'ba{2,3}b' will find 'baab' and 'baaab' but NOT 'bab' or 'baaaab’. Values are
enclosed in braces (curly brackets).
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POSIX Character Classes

* Finally, certain named classes of characters are predefined within bracket expressions, as follows.

POSIX class
[:upper:]
[:lower:]
[:alpha:]
[:digit:]
[:xdigit:]
[:alnum:]
[:punct:]
[:blank:]
[:space:]
[:cntrl:]
[:graph:]
[:print:]

University of Cyprus

similar to

[A-Z]

[a-7]
[A-Za-z]
[0-9]
[0-9A-Fa-f]
[A-Za-z0-9]

[\t]
[ \t\n\r\f\v]

[~ [:entrl:]]

[[:graph] ]

meaning
uppercase letters
lowercase letters
upper- and lowercase letters
digits
hexadecimal digits
digits, upper- and lowercase letters
punctuation (all graphic characters except letters and digits)
space and TAB characters only
blank (whitespace) characters
control characters
graphic characters (all characters which have graphic representation)

graphic characters and space
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